Appendi x A
NSA Mappi ng of Level

to Job Task Anal ysis

Level
3

Level
2

Level
1

Task

Manage Syst em Har dwar e

3

Pl an hardware installation

3

Acqui re hardware

3

Coordi nate network installation

Schedul e preventative nai ntenance

NN

Coor di nate hardware repair

Install hardware

Boot system

R

Mai ntain inventory of system
har dwar e

Order consumabl e supplies

Run di agnostics

R

Rel ocat e hardwar e

Manage System Software

Optim ze operating system paraneters

Pl an syst em changes

Set system defaults

Generate new operating system ker nel

NININ

Mai ntain system start-up and
shut down procedures

Mai ntain conmand fil es

Test validity of updates

Install system software

Shut down system

Reboot system

e

Mai ntain inventory of system
sof t war e

Install system changes

Install vendor specific software

I nstall system updates or patches

T

Mai nt ai n docunent ati on

Mai ntain Date Store

Pl an data storage | ayout

Pl an backup procedures

| npl enment backup procedures

Moni tor data storage utilization

Mai ntain integrity of the file
system

Audit file systemsecurity”

NN

Del et e unnecessary files
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Manage log files

Mai ntai n data storage | ayout

Format nedi a storage

Partition disks

Create a file system

Load dat a

N e I il

Restore data from a backup

Manage Application Software

Eval uat e 1 npact of software packages

Optim ze application paraneters

Pl an application changes

Ensure conpatibility anong
appl i cations

Al l ocate systemresources to
appl i cations

Validate integrity of applications
before installation

Test validity of software
installation

Install application software

Mai ntai n i nventory

Mai ntai n application docunentation

T

Install application updates

Provi de Communi cation Connectivity

Pl an network configuration

Request interhost connectivity

Acqui re Internet address

Bui l d network tabl es

Configure TTY |ines

Configure peripheral |ines

Configure file servers and clients

Configure firewalls”

Moni tor network activity

Manage networ k services

Manage networ k bridges and routers

Manage print servers

Manage term nal servers

NN NN NN NNNININ

Manage networ k topol ogy

Assi gn addresses to nodes

Install network software

Set access perm ssions

Start network software

Test communi cation connectivity

N R

Stop network software

2 In coordination with the 1SSM or |SSO
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Level
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Task

Re- establ i sh host connectivity

Ensure Security’

Hel p establish audit guidelines

Hel p establish user security
gui del i nes

Assist witing systemsecurity plans

Assi st in host network accreditation

Ensure out put | abeling procedures

Ensure data | abeling procedures

Assi st testing security nechani sns

Assist in analysis of audit trails

Assi st in incident handling

NIN[NNNNININ

Enforce security procedures

B

Assi st in maintaining physical
security for the system

Assi st in maintaining device access
controls

Report security incidents

Manage Accounts

Pl an account nmnagenent strategy

Est abl i sh user |ogin environnents

Assi st I n nmanagi ng nmandatory access
control s*

Manage account privil eges

Audit account activity®

Manage resources used by accounts

Add new accounts

=

Assist in setting the account's
access control |ist®

Expl ai n basi c operating procedures

Assi st in nodifying passwords’

R

Del et e accounts

Interact with O hers

Make recomrendati ons to nanagenent

N

Coordi nate wth other systens
adm ni strators

Participate in working groups

Present briefings

Del egate responsibility

NIN[ININ

Trai n users

~N o 0o b~ W

In coordination with the | SSMor |SSO
Working in conjunction with the | SSO
This is an operations activity audit, not a security audit
Working in conjunction with the | SSO
Working in conjunction with the | SSO
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Level

Level

Task

Cenerate working aids

Interact with system support
per sonnel

N

Interact with hardware support
per sonnel

Interact with software devel opers

Interact with vendors

=

Conmmuni cate with | SSM | SSO

NIN[ININ

Communi cate with network operations
centers

N

Communi cate with system operations
centers

Provi de wor ki ng ai ds

I nform users of system status

R

Handl e user calls

Tr oubl eshoot Probl ens

Recreate scenario

I nterpret error nessages

Test conponents

| sol at e probl ens

NIN[INININ

Mai ntain | og of problens and
sol utions

N

Recover from system crashes

Respond to user identified problens

Gat her informati on

Use di agnostic tools

T

Initiate corrective action

Mai nt ai n expertise

Expl ore system capabilities

Interpret technical manual s

Attend cl asses

Participate in peer groups

Read journal s
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N e i

Attend sem nars and conferences




